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Abstract. Given that the global DNS system,especiallyat the higherroot and
top-levels,experiencessigni�cant queryloads,we seekto answerthe following
questions:(1) How doesthechoiceof DNS cachingsoftwarefor local resolvers
affectqueryloadat thehigherlevels?(2) How doDNScachingimplementations
spreadthequeryloadamongasetof higherlevel DNSservers?
To answerthesequestionswe did casestudiesof workday DNS traf�c at the
University of California SanDiego (USA), the University of Auckland (New
Zealand),andtheUniversityof Coloradoat Boulder(USA). We alsotestedvar-
ious DNS cachingimplementationsin fully controlledlaboratoryexperiments.
This paperpresentstheresultsof our analysisof realandsimulatedDNS traf�c.
We make recommendationsto network administratorsandsoftwaredevelopers
aimedat improving theoverallDNSsystem.

1 Background

The DomainNameSystem(DNS) is a fundamentalcomponentof the modernInter-
net[1], providing acritical link betweenhumanusersandInternetroutinginfrastructure
by mappinghostnamesto IP addresses.TheDNS hierarchicalnamespaceis divided
into zonesandcodedin thewidespread“dots” structure.For example,comis theparent
zonefor microsoft.com, cnn.com, andapproximately20million otherzones.

The DNS hierarchy's root zoneis served by 13 nameservers,known collectively
astheDNS root servers.However, the root server operatorsusevarioustechniquesto
distributetheloadamongmorethan13 servers.Perhapstheoldesttechniqueis a load-
balancingswitchfor serversat thesamesite.Themostrecenttechniqueis IP anycast.
We estimatethat, by now, thereareactuallycloseto 100 physical DNS root servers,
eventhoughthereareonly 13 root serveraddresses[2].

Justundertherootareserversfor theInternet's260-or-sotop-leveldomains(TLDs),
suchas.com, .nz, and.us. TLD serversaresimilar to the rootsin their requirements,
architectureandtraf�c levels.In fact,many of themaresigni�cantly busier. TheTLD
zonescontainreferralsto second-level domains(SLDs),andsoon.

Why doesthe Internetneedso many root andTLD servers?Is this simply a fact
of life, or have we inadvertentlycreateda monster?Oneof the reasonsthat we need
somany is to carry thenormalrequestload,includinga high proportionof unanswer-
ablerequestsfrom poorly con�gured or buggy DNS resolvers.Another is to provide
resilienceagainst increasinglycommondistributeddenialof serviceattackstargeting



thesystem.As thetop of theDNS hierarchy becomesmoredistributed,it is harderfor
attackersto affect theservice.

In this paper, we focuson thebehavior of variousDNS cachingimplementations.
Thebehavior of DNScachesis importantbecausethey generatealmostall of thequeries
to authoritative (root, TLD, SLD, etc) servers on the Internet.Authoritative servers
do not query eachother. Stub resolvers shouldalways sendtheir queriesto caching
nameservers,ratherthantalk directly to theauthoritative servers.

2 Measurementsof Li veDNSTraf�c

For a casestudyof workdayDNS load in academicnetworks we usedthe NeTraMet
tool [3] to capturesamplesof DNS traf�c (Table 1) at the University of California
SanDiego (UCSD), USA, the University of Colorado(UCol), USA andthe Univer-
sity of Auckland (UA), New Zealand.We con�gured NeTraMet to selectonly DNS
packetsto/from theroot andgTLD3 nameservers;theseform a smallsetof high-level
nameserverswith known IP addresses.EachDNSsampleprovidesthefollowing infor-
mation:time (in ms)whena querywassentor a responsewasreceived,which root or
gTLD server it wassentto, the sourcehost IP address,anda queryID. The UA and
UCol samples(but not UCSD)includequerytypes.Themostrecentsamplescollected
in December2003alsocapturedtop level andsecondlevel domainsfor eachquery.

Samples UCSD U. of AucklandU. of AucklandU. Colorado
Feb03 Sep03 Dec03 Dec03

Queryratesto roots,permin 214 29 10 9
Queryratesto gTLDs,permin 525 67 76 70

Numberof querysources 147 19 42 1
Sampleduration,hrs 48 64.5 157.3 157.2

Medianresponsetimes(from roots) 5–200 60–340 5–290 27–180
% dueto 3 highestusers 58 85 74 100

% of A queries n/a 23 70 81
Table1. Samplesof DNStraf�c to rootandgTLD servers

The numberof sourcehostsaddressingthe rootsand/orgTLDs in the UCSD and
UA datais largerthanweexpected.However, thedistributionof queriesamongsources
is highly skewed. Typically, the bottomhalf of sourcesproduce< 1% of the overall
queryloadwhile a smallnumber(3–5)of top sourcesis responsiblefor 80%or more
of thetotal traf�c. Network administratorsneedto exercisepropercontrolof thosefew
highlevelsourcesthatdominateexternalDNStraf�c andto optimizethesoftwarethose
sourcehostsuse.At thesametime, enduserhostsshouldbecon�gured to sendDNS
requeststo (internal)localnameservers,ratherthanto rootandTLD serversdirectly.

Typically, theDNStraf�c is dominatedby A queries(hostname-to-addresslookups)
asin our Decembersamples.This observationis in generalagreementwith othermea-
surements(cf. [4], [5]). The �rst sampleof UA DNS traf�c wasunusualbecausetwo

3 ThegTLDsare:com, net, org, edu, mil, int, andarpa.



of thethreetop usersgeneratedonly PTR queries(address-to-hostnamelookups).With
theexceptionof thesetwo sources,A queriesconstitute58%of theremainingtraf�c.

2.1 ResponseTime and Server Selection

We found that in all samplesthe root server responsetime distributions hasa long
tail, except for G root, which is bimodal. Table 1 shows the rangeof medianroot
server responsetimes experiencedby the busiestquery sourcein eachdataset.For
all nameserversat thesamelocationresponsetime distributionsarevery similar since
theresponsetime correlateswith thegeographicaldistancefrom thepoint of measure-
mentsto a givenroot server [6]. Nowadays,dueto proliferationof anycastroot server
instances,the exact geographicallocationof a given root server hasbecomea moot
point.4 Responsetime actuallycorrelateswith thedistanceto theclosestanycastnode.
For example,theUA nameservershave a medianresponsetime of only 5 msfrom the
anycastF rootnodein New Zealand.

As we show in thenext section,differentresolversutilize differentnameserver se-
lection algorithms.For the live data,we studiedthe probability of selectinga given
rootserverversusits medianresponsetime(Figure1). For eachquerysource,response
timeswerenormalizedby theminimumresponsetime to theclosestroot server. When
possible,we veri�ed thesoftwarebeingusedby hostsat eachsite.UCol wasrunning
BIND8, while both UA nameserversshown wererunningBIND9. For the UCol and
UA#2 sourcesthe probability is approximatelyinverselyproportionalto the response
time,asexpected.However, theUA#1 sentits queries(predominantlyPTR) to theroot
serversin nearlyuniform mannerignoring the latency. TheUCSD#1nameserver was
using someWindows software and we were not able to obtain any indicative infor-
mationaboutUCSD#2.It appearsthatbothUCSDhostsmoreor lessignoreresponse
timeswhenchoosingwhich root serversto use.

2.2 Query Rates,Duplication and Lossof Connectivity

We analyzedour mostdetailedsamplesfrom December2003in orderto estimatethe
contribution of repeatedqueriesto thetotal traf�c. Table2 comparesthebehavior of A

queriesto root andgTLD serverssentby theUCol nameserver andby thebusiestUA
source.For bothof themA queriesmakeupabout80%of thetotaltraf�c they generate.5

For both sources,the bulk of A queriesto gTLD serversreceive positive answers
and,on average,thereare3 to 4 queriesper eachuniqueSLD. However, only 2% of
A queriessentto root serversby UCol hostwereansweredpositively, with anaverage
of 6.7 queriesper eachuniqueTLD. This result is in agreementwith �ndings of [7]
whichshowedthatonly 2%of queriesreachingrootserversarelegitimate.Theaverage
repetitionratecorrespondstoaboutonequeryperTLD perdaywhichseemsreasonable.
At thesametime,queriesfor invalid domainsseemto berepeatedunnecessarily.

4 [2] giveslocationsof anycastnodesfor theroot servers.Unfortunatelythereis no straightfor-
wardway to determinewhichserver instanceany particularDNSreplypacket camefrom.

5 Next mostfrequenttypesof queriesare:for theUA source– PTR, 11%,for theUCol source–
SOA, 9%.
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Fig.1. Distributionsof queriesamongroot serversvs. responsetime. Eachpoint on the plots
showspercentageof queriessentto agivenrootserver; thepointsareplottedin orderof increas-
ing responsetime.

In contrast,thebusiestUA nameserver received77.7%of positiveanswersfrom the
roots.Theaveragenumberof queriesperTLD is 125.4.For example,therewere5380
queriesfor .net or approximatelyonequeryevery two minutes.Eachonereceived a
positiveanswerandyet theservercontinuedaskingthem.

Samples,6.5dayslong U. Auckland U. Colorado
Queriesto roots gTLDs roots gTLDs

positiveanswers, % 77.7% 94.7% 2.1% 96.3%
av. # of q. perdomain 125.4 3.0 6.7 4.4

mostfrequent .net, 5380 .iwaynetworks.com, 2220 .mil, 293 .needsomedealz.com, 6014
negativeanswers, % 20.6% 1.9% 97.1% 3.4%

mostfrequent .cgs, 325 .coltframe.com, 134 .dnv, 13660 .jclnt.com, 7694
Table2. Statisticsof A queries

Samples U. Auckland U. Colorado
Queriesto roots gTLDs roots gTLDs

realtraf�c 96,759722,265 86,229658,784
TTL = 3 h 20,833306,566 30,243308,002
TTL = 24h 10,140211,914 26,165229,080

Table3. Simulatedqueryrates

Ourdataindicatethatrepeatedqueriesconstituteaconsiderablefractionof theover-
all loadandthatbothpositive andnegative cachingcanbeimproved.Usingtheactual
queryloadobserved,wesimulatedanidealcasewheneachquerywouldbeaskedonly
once:(a) it is not repeatedimpatientlybeforetheanswercomesback,and(b) thean-
swer, whethernegative or positive, is cachedandthesamequeryis not repeateduntil
its TTL expires.Theresults(Table3) indicatethatpropertiming andcachingof queries
possiblycanreducethe loadby a factorof 3 or more.However, this simulationobvi-
ouslyis toooptimisticsincesomerepetitionof queriesto root/TLD serversis unavoid-



able,for examplein acasewhenqueriesfor aaa.foo.comandbbb.foo.comimmediately
follow eachotherandneither.comnor foo.comarecached.

Lossof connectivity is anothercauseof repeatedqueries.In all our measurements,
the loss of packets was very low, typically < 0.5%.However, therewas a onehour
periodof connectivity lossin theUniversityof Aucklanddataon6Dec03,duringwhich
their nameservers sentqueriesbut no answerscameback.The query rate increased
morethan10-fold, but quickly subsidedbackto normallevelsassoonasconnectivity
resumed(Figure2).
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Fig.2. Queryratesto gTLD servers.Eachsubsequentplot is shiftedup by 100.Thereweretwo
periodsof connectivity losswhennoanswerswerereceived:from 11:40till 11:50andfrom 12:00
till 13:00.During theseperiodsqueryratesincreasedconsiderably.

3 Laboratory Simulations

3.1 Experimental Setup

We setup a mini-Internetin our laboratoryto studythe behavior of DNS caches.Do
they distributetheloadasthey should?Whathappenswhenthecachecannottalk to any
rootservers?In oursetup(Figure3), threesystemson topmimic theauthoritative root,
TLD, andSLD servers.Thesesystemsall run BIND8. Anothersystem,“Cache”in the
middle, runsthe variousDNS cachesthat we test,oneat a time. The bottomsystem,
“User”, generatesthetestloadof end-userqueries.

Networking and Addr essing. It is somewhatof astretchto replicatethemassiveDNS
systemwith only � vecomputers.Weuseafew tricksto makethisa little morerealistic.
We gave theroot, TLD, andSLD authoritative serversmultiple IP addresses(13, 254,
and254,correspondingly),boundto theloopbackinterface.Thus,eachserver's exter-
nal interfaceactslike a router—a way to reachthe loopbackaddresses.The caching
nameserver, andthe Usersystemhave oneaddresseach.All systemsareattachedto
a single100baseTXEthernetsegment.We useFreeBSD's Dummynetfeatureto intro-
ducesimulatedpacket lossanddelaysfor sometests.
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Fig.3. Network setupfor DNS tests.The “User” systemsendsDNS queriesto only oneof the
cachesin eachtest.The cacherecursively resolves queriesfor the userby talking to the au-
thoritative root, TLD, andSLD servers.For sometestswe introducewide-areapacket lossand
transmissiondelayswith FreeBSD'sdummynet.

Trace Data. To drive thesimulation,we createda trace�le of DNS requestsby col-
lecting hostnamesfrom 12 hoursof the IRCacheHTTP proxies[8] data.The trace
�le contains5,532,641DNS requestsfor 107,777uniquehostnames.Thereare70,365
uniquesecond-level zones,and431 top-level zones(many of thembogus).The trace
containsmany repeatedqueriesasnecessaryto testthecachingpartof theDNScache.

We alsotake timestampsfrom theproxy logsandreplaythetraceat thesamerate,
preservingascloselyaspossiblethetime betweenconsecutive queries.Thus,eachtest
run takes12hoursto complete.

Zone Files. Our scriptsgenerateBIND zone�les basedon the contentsof the trace
�le. Wedonotgeneratezonesfor bogusTLDs.Thus,wecanalsotestnegativecaching.

For the root and TLD zones,we try to mimic reality as closely as possible.For
example,we usethesamenumberof nameserver IP addressesandthesameTTLs for
NS andgluerecords.6 To gettherealvalues,we issuedthenecessaryqueriesout to the
Internetwhile building thezone�le data.

We alsotry to matchour simulatedSLD parametersto reality. Therearetoo many
SLD zones(morethan100,000)andqueryingall of themwould take muchtoo long.
Instead,we obtainedthenecessaryvalues(thenumberof A recordspernameandthe
TTLs for A, NS, and CNAME records)from a randomsampleof 5000 domainsand
generatedsimilar randomvaluesfor the SLD zonesin the trace.Unlike reality, each
simulatedSLD zonehasonly two NS records.We alsodeterminedthatabout35%of
thenamesin thetrace�le actuallypoint to CNAME records,andoursimulatedzonedata
mimicsthisaswell.

6 Gluerecordsare,essentially, A recordsfor nameserversof delegatedzones.



TestedCon�gurations. We testedthefollowing six differentDNS cachesusingtheir
default con�gurationparameters.

1. BIND 8.4.3
2. BIND 9.2.1
3. dnscache1.05,akaDJBDNSwith CACHESIZEsetto 100,000,000
4. MicrosoftWindows2000v5.0.49664
5. MicrosoftWindows2003v5.2.3790.0
6. CNS1.2.0.3

For eachcache,we rantestsfor six differentnetwork con�gurations:

1. No delays,no loss
2. 100milliseconddelays,no loss
3. lineardelays,no loss
4. lineardelays,5% loss
5. lineardelays,25%loss
6. 100%loss

The no-delay/no-losscon�guration is simple,but unrealistic.For mostreal users,
theroot/TLD/SLDserversarebetween30and200millisecondsaway(cf. Table2).The
100ms-delay/no-losstestusesaconstant100-milliseconddelayto eachroot/TLD/SLD
server, but with nopacket loss.It is alsosomewhatunrealistic.

In thenext threecon�gurations,with so-calledlineardelays,anameserver's latency
(in ms) is proportionalto its ordern in thenameserver list: � = 30 + 10n. For zones
suchastheroot andcom, which have 13 nameservers,thelastoneis 160milliseconds
away from the cache.This arrangementprovidessomepseudo-realisticdiversity and
allows us to seehow often a DNS cacheactuallyselectsa nameserver with the best
responsetime. We believe the linear-delay/5%-losstestto bethemostrealisticamong
all six con�gurations.

The �nal con�guration has100%packet loss.This testmimics a situationwhen
a DNS cachecannotcommunicatewith any authoritative nameservers. Reasonsfor
suchnon-communicationinclude�re walls,packet �lters, unroutablesourceaddresses,
andsaturatednetwork connections.Live measurementsshowed thatwhenthecache's
queriesreachanauthoritativenameserver, but therepliesdonotmake it back,theDNS
traf�c increases(cf. Figure2).

3.2 Results

General statistics. Figure4 shows how many querieseachDNS cachesentin various
tests.For example,theleftmostbarshowsthatin theno-delay/no-losstest,BIND8 sent
a smallnumberof queriesto the roots,about400,000queriesto theTLDs, andabout
600,000to theSLDs.Its total querycountis justover 1,000,000.

BIND8 alwayssendsmorequeriesthanany of theothercaches,primarily becauseit
sendsthreequeries(A, A6, andAAAA) to theroots/TDLs/SLDsfor eachof theexpired
nameserver addressesfor a given zone.Recall that every SLD zonein our modelhas
two nameservers,while rootandTLD zonesusuallyhavemore.This resultimpliesthat
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thenumberof nameserversandtheiraddressrecordTTLs canhaveasigni�cant impact
onDNStraf�c.

TheBIND9 resultsshow the largestpercentageof root server queries.For theno-
losstests,BIND9 sends55,000queriesto theroots,versusonly 1800for BIND8. The
reasonfor this is becauseBIND9 alwaysstartsat the root whenqueryingfor expired
nameserver addressesandsendsanA andA6 queryfor eachnameserver.

TheDJBDNSdataalsoshowsarelatively highfractionof rootserverqueries,which
is abouthalf of theBIND9 numbers.DJBDNSalsostartsat the root whenrefreshing
expirednameserver addresses.However, it only sendsa singleA queryfor oneof the
nameservers,notall of them.

Thetwo Windowsresultsareverysimilar, with slightly morequeriesfrom W2003.
Thesetwo sendthefewestoverall numberof queriesfor the� ve testcasesshown.

CNS�ts in betweenDJBDNSandBIND9 in termsof totalnumberof queries.Due
to its low root server querycount,we canconcludethat it doesnot startat theroot for
expired nameserver addresses.Also notethat, like BIND8, CNS sendsslightly fewer
queriesfor the100-milliseconddelaytest(#2), thanit doesfor theno-delaytest(#1).

Root Server Query Counts. Table 4 shows countsof queriesto the roots in each
test.As discussedabove, exceptfor the100%losstests,BIND9 andDJBDNShit the
rootsmuchharderthanthe others.The BIND8 numberswould probablybe closerto
Windows if it did not sendout A6 andAAAA, in additionto A queries.

The 100%losstestsarevery interesting.Our tracecontains5,500,000hostnames
andthat is how many queriesthe fake usersendsto thecache.Exceptfor BIND9, all
othercachesbecomevery aggressive whenthey do not getany root server responses.
They sendout morequeriesthanthey receive. On onehandthis is understandablebe-
causethereare13rootnameserversto reach.However, it is appallingthatanapplication
increasesits queryratewhenit caneasilydetecta communicationfailure.The worst
offender, W2000,actuallyampli�es thequerystreamby morethanorderof magnitude.



Delays none100ms linear linear linear
PktLoss none none none 5% 25% 100%
BIND8 1,826 1,876 1,874 1,899 2,59837,623,266
BIND9 55,32955,26055,25659,22299,422 2,564,646
DJBDNS 24,32827,64627,98530,34144,50312,155,335
W2000 622 657 663 727 1,02066,272,276
W2003 693 669 666 709 1,00939,916,750
CNS 824 831 924 975 1,17912,456,959

Table4. Numberof Messagessentto roots.

BIND9 is the exceptionin the 100%loss tests.It actuallyattenuatesthe client's
querystream,but only by abouthalf. BIND9 is the only DNS cachingsoftware that
hasa nifty feature:it avoids repeatqueriesfor pendinganswers.For example,if user
sendstwo back-to-backqueries(with differentquery-IDs)for www.example.com,7 most
cachingresolverswill forwardbothqueries.BIND9, however, forwardsonly onequery.
Whentheauthoritative answercomesback,it sendstwo answersto theuser.
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Table 5. Distribution of queriesto root andcomTLD nameservers,showing how the caching
nameserver distributed its queriesin eachtest.The upper, lighter barsshow the histogramfor
rootnameservers.Thelower, darkerbarsshow thehistogramfor thecomTLD nameservers.

Root/COM Nameserver Distrib ution. Table5 shows how thecachesdistributetheir
queriesto theroot (lighterbars)andto thecomTLD server (darkerbars)for four of the
testcases.BIND8 almostusesa singleserver exclusively in theno-delay/no-losstest.
Sincethatserveralwaysanswersquickly, thereis noneedto try any of theothers.In the
100-milliseconddelaytest,however, BIND8 hits all serversalmostuniformly. Thetest
with lineardelaysand5%losshasanexponential-lookingshape.The�rst nameservers
have the lowestdelays,and,unsurprisingly, they receive the mostqueries.The 100%
loss test is odd because,for somereason,� ve of the servers receive twice as many
queriesastheothers.

The BIND9 graphslook very nice.The two no-losstests,andthe 100%-losstest,
show a very uniform distribution. Also, the linear-delay/5%-losstest yields another
exponential-lookingcurve,which is evensmootherthantheonefor BIND8.

DJBDNSshowsauniformdistributionfor all tests.Thesoftwaredoesnottry to �nd
thebestserverbasedondelaysor packet loss.This is anintentionaldesignfeature.8

7 Of coursetheanswermustnotalreadybecached.
8 Seehttp://cr.yp.to/djbdns/notes.html



Windows 2000hasvery poorserver selectionalgorithms,asevidencedby thehis-
togramsfor the 100ms-delayand linear-delay tests.It selectsan apparentlyrandom
server andcontinuesusing it. In the 100%-losstest it did queryall roots,except the
secondonefor somereason.The Windows 2003DNS cacheis somewhat better, but
alsoshowsstrangepatterns.

CNS also demonstratedodd server selections.To its credit, the linear-delay/5%-
losscaselooksreasonable,with mostof thequeriesgoingto theclosestservers.In the
100%-losstest,theselectionis almostuniform,but notquite.

4 Conclusion

Our laboratorytestsshow that cachingnameserversusevery differentapproachesto
distributethequeryloadto theupperlevels.Both versionsof BIND favor serverswith
lower round-trip times,DJBDNSalwaysusesa uniform distribution, Windows 2000
locksonto asingle,randomnameserver, andWindows2003showsanodd,unbalanced
distribution.BIND9 andDJBDNShit therootsmuchharderthanothercachesto avoid
certaincachepoisoningscenarios.BIND8 andBIND9's optimismin looking for IPv6
addressesresultsin asigni�cant amountof unanswerablequeries.

DNS zoneadministratorsshouldunderstandthat their choiceof TTLs affects the
systemasa whole, ratherthantheir own nameservers.For example,a BIND9 cache
sendstwo rootserverquerieseachtimeanameserveraddressexpires.Popularsitescan
helpreduceglobalqueryloadby usinglongerTTLs.

Both laboratorytestsandlive measurementsshow that cachingresolversbecome
veryaggressivewhencutoff from theDNShierarchy. Webelieve thatresolversshould
implementexponentialbackoff algorithmswhena nameserver stopsresponding.We
feel strongly that more cachingimplementationsshouldadoptBIND9's featurethat
avoidsforwardingduplicatequeries.Otherimplementationsshouldemploy DJBDNS's
minimaliststrategy of sendingonly asingleA queryfor expirednameserver glue.
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