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Abstract. Giventhatthe global DNS system especiallyat the higherroot and
top-levels, experiencessigni cant queryloads,we seekto answerthe following
questions(1) How doesthe choiceof DNS cachingsoftwarefor local resohers
affectqueryloadatthehigherlevels?(2) How do DNS cachingimplementations
spreadhe queryloadamonga setof higherlevel DNS seners?

To answerthesequestionswe did casestudiesof workday DNS trafc at the
University of California SanDiego (USA), the University of Auckland (New
Zealand) andthe University of Coloradoat Boulder(USA). We alsotestedvar-
ious DNS cachingimplementationsn fully controlledlaboratoryexperiments.
This paperpresentshe resultsof our analysisof realandsimulatedDNS traf c.
We make recommendationto network administratorsand software developers
aimedatimproving theoverall DNS system.

1 Background

The Domain Name System(DNS) is a fundamentatomponenbf the moderninter
net[1], providing acritical link betweerhumanusersandinternetroutinginfrastructure
by mappinghostnamesto IP addressesThe DNS hierarchicalnamespaceis divided
into zonesandcodedin thewidespreaddots” structure For example,comis the parent
zonefor microsoft.comcnn.comandapproximately20 million otherzones.

The DNS hierarcly's root zoneis sened by 13 nameserers, known collectively
asthe DNS root seners.However, the root sener operatorausevarioustechniquego
distributetheloadamongmorethan13 seners.Perhapgshe oldesttechniques aload-
balancingswitchfor senersat the samesite. The mostrecenttechniqueis IP arycast.
We estimatethat, by now, thereare actually closeto 100 physical DNS root seners,
eventhoughthereareonly 13 rootseneraddresseR].

Justundertherootaresenersfor thelnternets 260-orsotop-level domaing TLDs),
suchas.com .nz and.us TLD senersaresimilar to the rootsin their requirements,
architectureandtrafc levels.In fact, mary of themaresigni cantly busietr The TLD
zonescontainreferralsto second-leel domaing(SLDs),andsoon.

Why doesthe Internetneedso mary root and TLD seners?Is this simply a fact
of life, or have we inadwertently createda monster?One of the reasonghat we need
somary is to carrythe normalrequestoad, including a high proportionof unanswer
ablerequestdrom poorly con gured or buggy DNS resohers. Anotheris to provide
resilienceagainstincreasinglycommondistributed denial of serviceattackstargeting



the system As thetop of the DNS hierarcly becomesnoredistributed, it is harderfor
attaclersto affectthe service.

In this paper we focuson the behaior of variousDNS cachingimplementations.
Thebehaior of DNS cachess importantbecaus¢hey generatalmostall of thequeries
to authoritatve (root, TLD, SLD, etc) seners on the Internet. Authoritatve seners
do not query eachother Stub resohers shouldalways sendtheir queriesto caching
nameserers,ratherthantalk directly to the authoritatve seners.

2 Measurementsof Live DNS Traf c

For a casestudy of workday DNS load in academimetworks we usedthe NeTraMet
tool [3] to capturesamplesof DNS trafc (Table 1) at the University of California
SanDiego (UCSD), USA, the University of Colorado(UCol), USA andthe Univer-

sity of Auckland (UA), New Zealand.We con gured NeTraMet to selectonly DNS
pacletsto/from the root andgTLD® nameserers;theseform a small setof high-level

namesergrswith known IP addresse€cachDNS sampleprovidesthefollowing infor-

mation:time (in ms)whena querywassentor a responsavasreceved, which root or
gTLD sener it wassentto, the sourcehostIP addressanda queryID. The UA and
UCol samplegbut not UCSD)includequerytypes.The mostrecentsamplesollected
in Decembef003alsocapturedop level andsecondevel domainsfor eachquery

Samples UCSD|U. of AucklandU. of AucklandU. Coloradd
Feb03 Sep03 1 Dec03 1 Dec03
Queryratesto roots,permin 214 29 10 9
Queryratesto gTLDs, permin 525 67 76 70
Numberof querysources 147 19 42 1
Sampleduration,hrs 48 64.5 157.3 157.2
Medianresponséimes(from roots) 5-200,  60-340 5-290 27-180
% dueto 3 highestusers 58 85 74 100
% of A queries n/a 23 70 81

Table 1. Samplef DNStraf ¢ torootandgTLD seners

The numberof sourcehostsaddressindghe rootsand/orgTLDs in the UCSD and
UA datais largerthanwe expected However, thedistribution of queriesamongsources
is highly skewed. Typically, the bottom half of sourcesproduce< 1% of the overall
queryloadwhile a small number(3-5) of top sourcess responsiblgor 80% or more
of thetotaltrafc. Network administratorsieedto exercisepropercontrolof thosefew
highlevel sourcesthatdominatesxternalDNStraf ¢ andto optimizethesoftwarethose
sourcehostsuse.At the sametime, enduserhostsshouldbe con gured to sendDNS
requestdo (internal)local nameserers,ratherthanto rootandTLD senersdirectly.

Typically, theDNStraf ¢ is dominatedy A querieghostname-to-addrefsokups)
asin our DecembesamplesThis obsenationis in generalagreementvith othermea-
surementgcf. [4], [5]). The rst sampleof UA DNS trafc wasunusualbecauseéwo

8 ThegTLDsare:com net org, edy mil, int, andarpa



of thethreetop usersgenerateanly PTR queriegaddress-to-hostnani@okups).With
the exceptionof thesetwo sourcesA queriesconstitute58% of theremainingtraf c.

2.1 ResponseTime and Server Selection

We found that in all samplesthe root sener responsedime distributions hasa long
tail, exceptfor G root, which is bimodal. Table 1 shavs the rangeof medianroot
sener responsdimes experiencedby the busiestquery sourcein eachdataset. For
all namesergrsat the samelocationresponseime distributionsarevery similar since
theresponsgime correlateswith the geographicatlistancefrom the point of measure-
mentsto a givenroot sener [6]. Nowadaysdueto proliferationof anycastroot sener
instancesthe exact geographicalocation of a given root sener hasbecomea moot
point* Respons¢ime actuallycorrelateswith the distanceto the closestanycastnode.
For example,the UA nameserershave a medianresponseime of only 5 msfrom the
arnycastF root nodein New Zealand.

As we shaw in the next section differentresolhersutilize differentnameserer se-
lection algorithms.For the live data,we studiedthe probability of selectinga given
rootsenerversudgts medianresponséime (Figurel). For eachquerysourceyesponse
timeswerenormalizedby the minimumresponsédime to the closestroot sener. When
possible we veri ed the softwarebeingusedby hostsat eachsite. UCol wasrunning
BINDS8, while both UA nameserers shovn wererunning BIND9. For the UCol and
UA#2 sourceghe probability is approximatelyinverselyproportionalto the response
time, asexpected However, the UA#1 sentits queries(predominantlypTR) to theroot
senersin nearlyuniform mannerignoring the lateng. The UCSD#1namesergr was
using someWindows software and we were not able to obtain ary indicative infor-
mationaboutUCSD#2.It appearghatboth UCSD hostsmoreor lessignoreresponse
timeswhenchoosingwhich root senersto use.

2.2 Query Rates,Duplication and Lossof Connectivity

We analyzedour mostdetailedsamplesrom Decembe2003in orderto estimatethe
contritution of repeatedjueriesto thetotal traf c. Table2 compareghebehaior of A
queriesto rootandgTLD senerssentby the UCol nameserer andby the busiestUA
sourceFor bothof thema queriesnake up about80%of thetotaltraf ¢ they generaté.

For both sourcesthe bulk of A queriesto gTLD senersreceve positve answers
and,on average thereare 3 to 4 queriesper eachuniqueSLD. However, only 2% of
A queriessentto root senersby UCol hostwereansweredgositively, with anaverage
of 6.7 queriesper eachuniqueTLD. This resultis in agreementvith ndings of [7]
whichshavedthatonly 2% of queriegreachingroot senersarelegitimate. Theaverage
repetitionratecorrespondo aboutonequeryperTLD perdaywhichseemseasonable.
At thesametime, queriesfor invalid domainsseento berepeatedinnecessarily

4 [2] giveslocationsof anycastnodesfor the root seners.Unfortunatelythereis no straightfor
wardway to determinewhich sener instanceary particularDNS reply paclet camefrom.

5 Next mostfrequenttypesof queriesare:for the UA source- PTR, 11%,for the UCol source-
SOA, 9%.
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Fig. 1. Distributions of queriesamongroot senersvs. responsdime. Eachpoint on the plots

shaws percentagef queriessentto agivenroot sener; the pointsareplottedin orderof increas-
ing responséime.

In contrastthebusiestUA namesererreceived 77.7%of positive answerdrom the
roots.The averagenumberof queriesper TLD is 125.4.For example,therewere5380

queriesfor .netor approximatelyone query every two minutes.Eachonerecevved a
positive answerandyet the sener continuedaskingthem.

Samples6.5dayslong U. Auckland U. Colorado
Querieso roots | gTLDs roots | gTLDs
positive answers % 77.7% 94.7% 2.1% 96.3%
av. #of g. perdomain|| 125.4 3.0 6.7 4.4
mostfrequent .net 5380 .iwaynetworks.con2220/| .mil, 293 |.needsomedealz.cof014
negative answers % 20.6% 1.9% 97.1% 3.4%
mostfrequent .cgs 325| .coltframecom 134 ||.drv, 13660 Jjcint.com 7694
Table 2. Statisticsof A queries

Samples || U.Auckland || U. Colorado
Queriesto || roots [ gTLDs || roots [ gTLDs
realtrafc ||96,759722,265/86,229658,784
TTL =3h {|20,833306,566|30,243308,002
TTL =24h(|10,140211,914|26,165229,080

Table 3. Simulatedqueryrates

Ourdataindicatethatrepeatedjueriesconstitutea considerabléractionof theover-
all loadandthatboth positive andnegative cachingcanbe improved. Usingthe actual
queryloadobsered,we simulatedanideal casewheneachquerywould be askedonly
once:(a) it is not repeatedmpatiently beforethe answercomesback,and(b) the an-
swer whethernegative or positive, is cachedandthe samequeryis not repeateduntil
its TTL expires.Theresults(Table3) indicatethatpropertiming andcachingof queries
possiblycanreducethe load by a factorof 3 or more.However, this simulationobvi-
ouslyis too optimistic sincesomerepetitionof queriesto root/TLD senersis unavoid-



able,for examplein acasewhenqueriesfor aaa.foo.comandbbhfoo.commmediately
follow eachotherandneither.comnor foo.comarecached.

Lossof connectvity is anothercauseof repeatedjueriesin all our measurements,
the loss of pacletswas very low, typically < 0.5%. However, therewas a one hour
periodof connectity lossin theUniversityof Aucklanddataon 6 Dec03,duringwhich
their nameserers sentqueriesbut no answerscameback. The query rate increased
morethan10-fold, but quickly subsidecbackto normallevels assoonasconnectity
resumedFigure?2).

Requests sent to gTLD servers
(per 2 minute interval)
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Fig. 2. Queryratesto gTLD seners.Eachsubsequenplot is shiftedup by 100. Thereweretwo
periodsof connectvity losswhennoanswersverereceved:from 11:40till 11:50andfrom 12:00
till 13:00.During theseperiodsqueryratesincreaseaonsiderably

3 Laboratory Simulations

3.1 Experimental Setup

We setup a mini-Internetin our laboratoryto studythe behaior of DNS cachesDo

they distributetheloadasthey shouldAWhathappensvhenthe cachecannotalk to any

rootseners?In our setup(Figure3), threesystemsn top mimic theauthoritatve root,

TLD, andSLD seners.Thesesystemsall run BIND8. Anothersystem,'Cache”in the
middle, runsthe variousDNS cacheghat we test,oneat a time. The bottomsystem,
“User”, generatethetestload of end-userueries.

Networking and Addressing It is somavhatof astretchto replicatethemassie DNS
systemwith only ve computersWe useafew tricks to make thisalittle morerealistic.
We gave theroot, TLD, andSLD authoritatve senersmultiple IP addresseél 3, 254,
and254, correspondingly)boundto the loopbackinterface. Thus,eachsener's exter-

nal interfaceactslike a route—a way to reachthe loopbackaddressesThe caching
nameserer, andthe Usersystemhave one addressach.All systemsare attachedo

asingle100baseTXethernetsegment.We useFreeBSDs Dummynetfeatureto intro-

ducesimulatedpacletlossanddelaysfor sometests.



192.168.2.1-13 192.168.3.1-25. 192.168.4.1-25
roots TLDs T SLDs T
172.16.2.2 172.16.2.3 172.16.2.4
WAN
BINDS8 BIND9 | | DJBDNS| | W2000| | W2003 CNS
Cache Cache Cache Cache Cache Cache
172.16.2.10 172.16.2.1 172.16.2.12 172.16.2.13 172.16.2.14 172.16.2.15

User
172.16.2.6

Fig. 3. Network setupfor DNS tests.The “User” systemsendsDNS queriesto only oneof the
cachesin eachtest. The cacherecursiely resoles queriesfor the userby talking to the au-
thoritative root, TLD, and SLD seners.For sometestswe introducewide-aregpaclet lossand
transmissiordelayswith FreeBSDs dummynet.

Trace Data. To drive the simulation,we createdatrace le of DNS requestsy col-
lecting hostnamedrom 12 hoursof the IRCacheHTTP proxies[8] data.The trace
le contains5,532,641DNS requestdor 107,777uniqguehostnamesThereare70,365
uniguesecond-leel zones,and431 top-level zones(mary of thembogus).Thetrace
containsmary repeatedjueriesasnecessaryo testthe cachingpartof the DNS cache.

We alsotake timestampdgrom the proxy logsandreplaythe traceat the samerate,
preservingascloselyaspossiblethetime betweernconsecutie queries.Thus,eachtest
runtakes12 hoursto complete.

Zone Files. Our scriptsgenerateBIND zone les basedon the contentsof the trace
le. Wedonotgenerateonedor bogusTLDs. Thus,we canalsotestnegative caching.

For the root and TLD zones,we try to mimic reality as closely as possible.For
example,we usethe samenumberof nameserer IP addresseandthe sameTTLs for
Ns andgluerecords® To gettherealvalueswe issuedthe necessaryueriesout to the
Internetwhile building thezone le data.

We alsotry to matchour simulatedSLD parameterso reality. Therearetoo mary
SLD zones(morethan100,000)and queryingall of themwould take muchtoo long.
Instead we obtainedthe necessaryalues(the numberof A recordsper nameandthe
TTLs for A, NS, and CNAME records)from a randomsampleof 5000 domainsand
generatedsimilar randomvaluesfor the SLD zonesin the trace.Unlike reality, each
simulatedSLD zonehasonly two Ns records.We alsodeterminedhat about35% of
thenamesn thetrace le actuallypointto cNAME recordsandour simulatedzonedata
mimicsthisaswell.

8 Gluerecordsare,essentiallya recordsfor namesergrsof delegatedzones.



TestedCon gurations. We testedthe following six differentDNS cacheasingtheir
defaultcon guration parameters.

BIND 8.4.3

BIND 9.2.1

dnscachd..05,akaDJBDNSwith CACHESIZEsetto 100,000,000
Microsoft Windows 2000v5.0.49664

Microsoft Windows 2003v5.2.3790.0

CNS1.2.0.3

oahswhE

For eachcache we rantestsfor six differentnetwork con gurations:

No delays,noloss
100milliseconddelays,noloss
lineardelays,noloss
lineardelays 5% loss
lineardelays,25%loss
100%loss

ouswNE

The no-delay/no-losgon guration is simple, but unrealistic.For mostreal users,
theroot/TLD/SLD senersarebetweer80and200millisecondsaway (cf. Table2). The
100ms-delay/no-losgstusesa constantl00-milliseconddelayto eachroot/TLD/SLD
sener, but with no pacletloss.It is alsosomevhatunrealistic.

In thenext threecon gurations,with so-calledineardelaysanameserer's lateng
(in ms)is proportionalto its ordern in thenamesergrlist: = 30+ 10n. For zones
suchastheroot andcom which have 13 nameserers,the lastoneis 160 milliseconds
away from the cache.This arrangemenprovides somepseudo-realistidiversity and
allows us to seehow often a DNS cacheactually selectsa nameserer with the best
responséime. We believe the lineardelay/5%-losgestto be the mostrealisticamong
all six con gurations.

The nal con guration has100% paclet loss. This test mimics a situationwhen
a DNS cachecannotcommunicatewith ary authoritatve namesergrs. Reasongor
suchnon-communicatioinclude re walls, paclet Iters, unroutablesourceaddresses,
andsaturatechetwork connectionsLive measurementshaved thatwhenthe caches
queriesreachanauthoritatve nameserer, but therepliesdo notmake it back,theDNS
trafc increasegcf. Figure2).

3.2 Results

General statistics. Figure4 shavs how mary querieseachDNS cachesentin various
testsFor example theleftmostbarshavs thatin the no-delay/no-losgest,BIND8 sent
a small numberof queriesto the roots,about400,000queriesto the TLDs, andabout
600,000to0 the SLDs. Its total querycountis just over 1,000,000.

BIND8 alwayssendsnorequerieghanary of theothercachesprimarily becausé
sendghreequeriegA, A6, andAAAA) to theroots/TDLs/SLDdor eachof the expired
namesergr addressefor a given zone.Recallthat every SLD zonein our modelhas
two nameserers,while rootandTLD zonesusuallyhave more. Thisresultimpliesthat



Jon

Bl Roots B TLDs O sLDs
1.2e+06
- no delay, no loss

- 100ms delay, no loss
- linear delay, no loss

- linear delay, 5% loss

- linear delay, 25% loss

£

le+06 —

abrwWNE

800000 —

600000 —| 4 5

Cumulative Query Count

400000 — 237 1123

200000 -

bind8 bind9 djbdns w2000 w2003 cns
Fig. 4. Cumulatve querycountsfor all caches.

thenumberof namesergrsandtheiraddressecordTTLs canhave asigni cant impact
onDNStraf c.

The BIND9 resultsshav the largestpercentagef root sener queries.For the no-
losstests,BIND9 sends5,000queriesto the roots,versusonly 1800for BINDS8. The
reasonfor this is becaus@IND9 always startsat the root whenqueryingfor expired
namesergr addresseandsendsanA andA6 queryfor eachnameserer.

TheDJBDNSdataalsoshavs arelatively highfractionof rootsenerquerieswhich
is abouthalf of the BIND9 numbers DJBDNSalsostartsat the root whenrefreshing
expired nameserer addressedowever, it only sendsa single A queryfor oneof the
nameserers,notall of them.

Thetwo Windows resultsarevery similar, with slightly morequeriesfrom W2003.
Thesetwo sendthe fewestoverall numberof queriesfor the vetestcaseshawn.

CNS ts in betweerDIJBDNSandBINDS9 in termsof total numberof queriesDue
to its low root sener querycount,we canconcludethatit doesnot startat the root for
expired nameserer addressesAlso notethat, like BIND8, CNS sendsslightly fewer
queriesfor the 100-milliseconddelaytest(#2), thanit doesfor the no-delaytest(#1).

Root Server Query Counts. Table 4 shavs countsof queriesto the rootsin each
test.As discussedbove, exceptfor the 100%losstests,BIND9 and DJBDNS hit the
roots much harderthanthe others.The BIND8 numberswould probablybe closerto
Windowsiif it did notsendout A6 andAAAA, in additionto A queries.

The 100%losstestsare very interesting.Our tracecontainss,500,000hostnames
andthatis how mary queriesthe fake usersendso the cache.Exceptfor BIND9, all
othercachesecomevery aggressie whenthey do not getary root sener responses.
They sendout morequeriesthanthey receve. On onehandthis is understandablbe-
causeaherearel3rootnameserersto reach However, it is appallingthatanapplication
increasests queryratewhenit caneasily detecta communicatiorfailure. The worst
offender W2000,actuallyampli es thequerystreamby morethanorderof magnitude.



Delays nonel100ms linear linear linear

PktLoss|| none none none 5% 25% 100%
BINDS8 1,826 1,876 1,874 1,899 2,59837,623,266
BIND9 ||55,32955,26055,25659,22299,422 2,564,646
DJBDNS|24,32827,64627,98530,34144,50312,155,335
W2000 622 657 663 727 1,02066,272,276
W2003 693 669 666 709 1,00939,916,750
CNS 824 831 924 975 1,17912,456,959

Table 4. Numberof Messagesentto roots.

BIND?9 is the exceptionin the 100% losstests.It actually attenuateshe client's
query stream,but only by abouthalf. BIND9 is the only DNS cachingsoftware that
hasa nifty feature:it avoids repeatqueriesfor pendinganswersFor example,if user
sendswo back-to-baclqueriegwith differentquery-IDs)for wwwexamplecom’ most
cachingresoherswill forwardbothqueriesBIND9, however, forwardsonly onequery
Whenthe authoritatve answercomesback,it sendg¢wo answergo the user

nodelay 100msdelay lineardelay nodelay 100msdelay lineardelay
noloss noloss 5%]loss 100%loss noloss noloss 5%loss 100%loss
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W2000
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Table 5. Distribution of queriesto root andcom TLD namesergrs, shaving how the caching
namesergr distributedits queriesin eachtest. The upper lighter barsshav the histogramfor
rootnameserers.Thelower, darker barsshav the histogramfor thecomTLD nameserers.

Root/COM Namesewer Distrib ution. Table5 shavs how the cachedlistribute their
queriedo theroot (lighter bars)andto thecomTLD sener (darker bars)for four of the
testcasesBIND8 almostusesa singlesener exclusively in the no-delay/no-lossest.
Sincethatsener alwaysanswergjuickly, thereis noneedto try ary of theothersin the
100-milliseconddelaytest,however, BIND8 hits all senersalmostuniformly. Thetest
with lineardelaysand5% losshasanexponential-lookingshapeThe rst nameserers
have the lowestdelays,and,unsurprisingly they receve the mostqueries.The 100%
losstestis odd becausefor somereason, ve of the senersreceve twice as mary
queriesastheothers.

The BIND9 graphslook very nice. The two no-losstests,andthe 100%-losstest,
shav a very uniform distribution. Also, the lineardelay/5%-losgest yields another
exponential-lookingcurve, whichis evensmoothethanthe onefor BINDS.

DJBDNSshavsauniformdistributionfor all tests Thesoftwaredoesnottry to nd
the bestsener basedn delaysor pacletloss. Thisis anintentionaldesignfeature®

7 Of coursetheanswermustnot alreadybe cached.
8 Seehttp://cr.yp.to/djbdns/notes.html



Windows 2000hasvery poor sener selectionalgorithms,asevidencedby the his-
togramsfor the 100ms-delayand lineardelay tests.It selectsan apparentlyrandom
sener and continuesusingit. In the 100%-losstestit did queryall roots, exceptthe
secondone for somereason.The Windows 2003 DNS cacheis somavhat better but
alsoshaws strangepatterns.

CNS also demonstrate@dd sener selections.To its credit, the lineardelay/5%-
losscaselooksreasonableyith mostof the queriesgoingto the closestseners.In the
100%-losgest,the selectionis almostuniform, but not quite.

4 Conclusion

Our laboratorytestsshowv that cachingnameserers usevery differentapproacheso
distribute the queryloadto the upperlevels. Both versionsof BIND favor senerswith
lower round-triptimes, DJBDNS always usesa uniform distribution, Windows 2000
locksonto asingle,randomnameserer, andWindows 2003shavs anodd,unbalanced
distribution. BIND9 andDJBDNShit the rootsmuchharderthanothercachego avoid
certaincachepoisoningscenariosBIND8 andBIND9's optimismin looking for IPv6
addresseresultsin asigni cant amountof unanswerablgueries.

DNS zoneadministratorsshouldunderstandhat their choiceof TTLs affectsthe
systemas a whole, ratherthantheir own nameserers. For example,a BIND9 cache
sendswo root sener querieseachtime anamesergr addres&xpires.Popularsitescan
helpreduceglobalqueryloadby usinglongerTTLs.

Both laboratorytestsand live measurementshawv that cachingresolhersbecome
very aggressie whencut off from the DNS hierarcly. We believe thatresohersshould
implementexponentialbacloff algorithmswhena nameserer stopsrespondingWe
feel strongly that more cachingimplementationsshouldadoptBIND9's featurethat
avoidsforwardingduplicatequeries Otherimplementationshouldemploy DIJBDNS's
minimaliststratgyy of sendingonly asingleA queryfor expirednameserer glue.
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