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Abstract. Wehave analyzedthe measuremers of the end-to-end packet
reordering by tracing UDP packets between 12 testboxes of RIPE NCC.
We showed that reordering quite often happensin Internet. For bursts of
50100-hyte UDP packets, there wereabout 56% of all the streamsarriv ed
at the destinations out-of-order. We studied the extent of the reordering
in these streams, and observed that most reordered streams have a rel-
ative small number of reordered packets: about 14% of all the streams
have more than 2 reordered packets in a bursts of 50 UDP packets. In
addition, we showed that packet reordering has a signi cant impact on
UDP performance since reordering adds a high cost of recovering from
the reordering on the end host. On the other hand, packet reordering
doesnot have a signi cant impact on the UDP delay. We also compared
the reordered stream ratios in the di erent directions of Internet paths,
and obsered that reordered stream ratios are asymmetric, but they vary
largely from testbox-to-testb ox.

1 Intro duction

Reordering, the out-of-order arrival of padets at the destination, is a common
phenomenonin the Internet [3][1], and it frequertly occurs on the latest, high-
speedlinks. The major causeof reordering hasbeenfound to bethe parallelismin
Internet componerts (switches)and links [1]. For example,dueto load balancing
in a router, the padkets of a samestream may traversedi erent routers, where
ead padket experiencesa di erent propagation delay, and thus may arrive at
the destination out-of-order. Reordering dependson the network load, although
below a certain load very little reordering occurs. Reordering may alsobe caused
by the con guration of the hardware (i.e., multiple switchesin a router) and
software (i.e., class-basedscheduling or priorit y queueing)in the routers.

The interest in analyzing end-to-end reordering is twofold. First, reordering
greatly impacts the performance of applications in the Internet. In a TCP con-
nection, the reordering of three or more padket positions within a o w may cause
fast retransmissionand fast recovery multiple times resulting in a reduced TCP
window and consequetly in adrop in link utilization and, hence,in lessthrough-
put for the application [5]. For delay-basedreal-time servicein UDP (such as
VolIP or video conference),the ability to restore order at the destination will



likely have nite limits. The deployment of a real-time service necessitatescer-
tain reordering constraints to be met. For example,in caseof VolP, to maintain

the high quality of voice, padkets needto be received in order, and also within

150millisecond (ms). To verify whether these QoS requiremerts can be satis ed,

knowledge about the reordering behavior in the Internet seemsdesirable. Sec-
ond, theseend-to-endreordering measuremets may shedlight on the underlying
properties of the current topology and trac patterns of the Internet.

In this paper, packet reordering is measuredbetween 12 Internet testboxes
of RIPE TTM (Test Trac Measuremett) [4] project. Our obsenations are
basedon padket level traces collected through the network. The main aim lies
in the understanding of the nature of reordering. The remainder of the paper is
structured as follows. In Section 2, we review the related work relevant to this
paper. In Section 3, we describe the methodology used to obsene reordering
behavior. Our experiments are explained in Section 4. Finally, we conclude in
Section 5.

2 Related Work

Quantifying the extent of reordering has beeninitiated by Paxson [3], and has
been further investigated by Bennett et al. [1], and Jaiswal et al. [6]. During
Dec. 1994 and Nov-Dec. 1995, Paxson measuredthe reordering ratio by tracing
20,000 TCP bulk transfers between 35 computers on the Internet. His results
showed that the fraction of sessionswith at least one reordering (data or ac-
knowledgemerts) was 12% and 36% acrossthe two measuremen periods. About
2% of all of the data padets and 0.6% of the acknowledgemerns arrived out of
order in the rst measuremen (0.3% and 0.1%in the secondmeasuremet). In
1998, Bennett et al. did their experiments by measuringover active TCP probe
o ws through the MAE-East Internet exchangepoint. They reported reordering
in two di erent ways: for bursts of v e 56-byte ICMP-ping padkets, over 90%has
at least one reordering evert. After isolating a host with signi cant reordering,
they reported that 100 padket bursts of 512-byte ead produce similar results.
In 2002, Jaiswal et al. measuredand classi ed out-of-sequencepadkets in TCP
connectionsat a single point in the Sprint IP badkbone. Their results shoved
that the magnitude of reordering (1.57%) is much smaller than thosein [1][3].

Our work distinguishesfrom the above in terms of experimental setup since
we usedand analyzedreal network traces basedon UDP streams.

3 Problem Description and De nitions

A padket is classi ed as a reordered or out-of-order packet if it has a sequence
number smaller than its predecessorsSpeci cally, let M streams, denoted as

stream S; consistingof K padkets, we assignto ead padket j a sequencenumber
& , which is a consecutiwe integer from 1 to K in the order of the padket emission



quence(by;:::;bp) of stream S; obsened at the receivingnode B ; whereP K
be the total number of padkets received out of the K padkets sert. The amourt
K P is due to loss. The sequenceis said to be in order if for ead index k
(1 k P) holds b < by (O<g<k), elsethe stream is said to arrive at the
destination out-of-order, and the padket k is a reorderedpadket in the reordered
stream. The total number of reorderedpadketsin stream S; is written asL;. For
example, for the sequenceof an arrived reorderedstream (1,2,3,5,4,7,6,8),there
are 2 reordered padets (packet 4 and padet 6), which leadsto L = 2. Note
that in our paper reordering doesnot correlate with loss (sameas [2][8][9]). For
example, a received stream (1,2,3,4,5,6,8)is consideredasin order.
We denote the reordered stream ratio by

Mg
M. (1)

where M, is the total number of received streams out of M streams sert and
Mg is the total number of streams having at least one reordered padket. The
reordering asymmetry is de ned to be the di erence of two ratios jRag -Rga]j.

Let U, = Pr[L, > 0] denote the unconditional reordered stream probability
for the received streamn. And let C,, denotethe probability that a streamn+ 1
is reorderedgiven that the previous stream n was reordered, de ned by

Rag =

Ch = Pr[Ln+1 > QjLy > Q] 2

In order to predict whether a reordered padket will be useful in a receiver
buer with nite limit, for ead reordered packet k (1 k  P), this paper
studiestwo more metrics: packet lag P. and time lag T, . Padcet lag is proposed
in [6] and refersto the number of packetsk (1 k P), with a sequencenumber
greater than the reordered padket that have beenreceived before the reordered
padket itself. Thus,

P 1
PL= 1 «, 3)
q=1
where the indicator function 1, de ned as1 if the condition y is true and other-
wise it is zero. For example, considertwo padet sequenceg2,1,3,4,5,6,7,8)and
(2,3,4,5,6,7,8,1)which both consist of one reordered pacet (packet 1), due to
the dierent arrival positions of padket 1 in the two received sequencesthen
P. = 1 for the previous sequencewhile P = 7 for the latter sequencelor a
receiver with a nite buer or atime constraint, recovering the latter sequence
from reordering may be impossible.
Let ty (1 k P) bethe 1-way delay of packet k. T, is de ned as the
di erence betweenthe delay tx of the reorderedpadket k and its expected delay
txo without reordering,

T = jte  tkol 4)



In practice, tyo is replacedby min(ty;::;tp):

P, is usefulto ewvaluate the impact of reordering on TCP's performancesince
P. 3 would trigger the fast retransmit algorithms that halvethe TCP sender's
congestionwindow. We believe P is also a useful metric to study the impact of
reordering events on UDP's performance.In addition to the P, T_ is a delay-
basedmetric to more precisely evaluate the impact of reordered padkets on the
end hosts. For delay sensitive applications basedon UDP, reordering can have
a drastic e ect on the application's performance.For example, in caseof VolIP,
to maintain the high quality of voice, padkets needto be received in order, and
also before playback time. If a reordered padket arrives after its playback time
has elapsed,that padet may be treated aslost.

4 Experiment Results

In the following we analyze the end-to-end padkets reordering measuremets
performed in 12 "testb oxes" of RIPE TTM project. The TTM infrastructure
consistsof approximately 60 measuremeh testboxesscattered over Europe (and
afewin the US and Asia). Dueto the syndironizations with GPSin all testboxes,
RIPE TTM achievesa delay accuracywithin 10 s . We have analyzedthe data
collected between 12 test-boxes; where 3 hosts are located in the Netherlands, 2
in Great Britain, and 1 in Sweden,Slovakia, Belgium, Australia, USA, Denmark
and Greece.12 testboxes participated in two experiments. Firstly, betweeneadh
sender-destination pair of measuremen boxes, IP probe-streamsof a bad-to-
badk burst of 50 100-byte UDP padkets, called probe-streams,are cortin uously
transmitted with interarrival times of about 30 seconds,resulting in a total of
about 360 probe-streamsin 3 hours from 5to 8 PM (Greerwich Mean Time) on
October 16, 2003. Secondly we repeated the same experiment with a burst of
100UDP pacdketsin 3 hoursfrom 5to 8 PM on October 17, 2003.1n order to get
the snapshotoftra c patterns in the Internet, we limited eady measuremento a
total of 3 hours. We denotedthe rst experiment by Nsg and the secondby N 1.
The di erence betweenNsg and N1gg may indicate how Internet packet dynamics
change under two dierence load situations. In a complete graph, ideally, 12
test-boxes should consist of exactly 132 unidirectional links. In practice, the
experiment generally consistedof 104 unidirectional paths due to the erroneous
e ects during the measuremenh

To limit the in uence of large padket loss, we only analyzed those streams
which received at least 90% of all their total padkets (i.e. a valid arrival stream
has at least 45 UDP padketsin Ngg and 90 in Nqgg).

4.1 Reordered Prob e-Stream Ratio Rag

Ras can give insight how often reordering happenedin the probe-streams.For
ead sender-destination pair we examined eat arrival stream by cheding its
arrival sequenceorder. We calculated how many reordered probe-streamshave
beenreceived over 3 hours (there are approximately 360 probe-streams).Table 1



summarizesthe total number of obsened UDP streamsand the padketsin these
streams on 104 paths over 3 hours. The results of our experiment (Table 1)
indicate that reordering quite often occursin the probe-streams.In Nsq, about
56% of the probe-streamsincluded at least one padet delivered out-of-order,
while 66% did in Niggo. Overall, 6% of all the received padkets in Ngo arrived
reordered while 5.6% in Niqg. It is interesting to note that this large fraction
of reordering in streamsis also reported by Bennett et al. [1] (over 90% with
at least one reordering evert). On the other hand, our results of the number
of probe-streamthat experiencereordering is lower comparedto the number in
[1]. This discrepancymay be causedby methodological di erences betweenthe
studies: we used UDP probe-streamin one-way, while the authors in [1] used
TCP round-trip measuremets.
| Receied data | Nso | Nigo |
UDP streams 36762 | 32691
Reorder streams 20445 | 21649
UDP padkets 165512(2828834
ReorderedUDP padkets| 101018| 158413
Measuremen duration |3 hours|3 hours
Tablel. Details of the padkets usedto measurethe reordering on 104 paths

We obsened that a large fraction (>26%) of all UDP probe-streamsu ered
from reordering on all the experimert paths. In general, the probe-streamsin
N100 are more often reorderedthan thosein Nsq. For example,the average(over
the 104 paths) is E[Rag ] = 0:53, where the standard deviation is 5o = 0:12
in Nsg: While E[Rag ] = 0:65and 190 = 0:12 in Nygo: This is becausehigher
trac load likely contributes more to reordering.

We also obsened that reordering varies greatly from testbox-to-testbox, for
instancemore than 70% of the streamstransmitted from sometestboxesin West
Europe to two testboxes (a site in Australia, and another in Nottingham, Great
Britain) in Nsg arrived out-of-order; much higher than the 56% overall average,
while 80%in N1gg. This is may be causedby the heavy load at the links to these
two testboxes.

4.2 Reordered Packet Lengths L

In order to quartify the extent of reordering, for ead source-destination pair,
we examined eadh arrival stream by cheding its arrival sequenceorder and by
calculating the reordered padket length L (the number of reordered padcets).
Figure 1(a) plots a probability density function (pdf) of how many reordered
padkets are obsenedin Nsg and in N1g9. We found that the pdf of the reordered
length hasa relative heavy tail. Speci cally, L = 0 for 44%of total probe-streams
in Ngo, L = 1 for 32% and L = 2 for another 10% of them. The maximum of L
was 49 (about 0.15%). While L = 0 for 34% of Nygp, L = 1 for 28% and L = 2
for another 12% of them in N1gg9. This suggeststhat most individual reordered
streamshave a relatively small number of lengths. Fitting the probability density
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Fig. 1. (a) The pdf of the reordered packet lengths L for the RIPE data sets. (b) The
pdf of the reordered packet lengths L and the power law t

function of L on a log-log scaleseemsto indicate power law behavior for L. A
power law is de ned asPr[L = x]' C x P, wherethe exponert bis the power law
exponert and slope in a log-log plot. Figure 1(b) shaws the exponert bsg = 1:67
in Nsg and bygg = 1:54 in N1gg, which are shown in dotted lines.

We found that ead IP padket in a sequencehad nearly a same probability
to be reordered. This suggeststhat the causeof reordering acts upon a stream
of IP padckets almost as a Poissonprocess.

4.3 Packet lag P_. and Time lag T,

In this section, we analyzedP_ and T_ on 104 unidirectional paths. To measure
P ; for eadh source-destinationpair, we examinedead arrival stream by cheding

its arrival sequenceorder. For ead reordered packet in a reordered stream, we
determined P_ by calculating how many padets with greater sequencenumbers
have beenreceived beforeit.
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Fig. 2. The pdf of packet lag P, for 2 data sets

The resulting pdf of P. (Fig 2) shows that only around 40% of reordered
padkets occurswithin 1, 2 or 3 padcetsin Nsq; while around 35%in Ngo: More-



over, the long tails of the distributions (up to 49 in Nso; while 99 in Nigo)
certainly impact the UDP performancebecausethe reordering adds a high cost
of recovering on the end host with nite bu er.

In the following, we computed the time lagsT, of di erent reorderedpackets.
For eat source-destination, we examined ead arrival stream by cheding its
arrival sequenceorder to determine the reordered padkets. For ead reordered
padket, we determined T, by calculating the di erence betweenthe 1-way delay
and the minimal delay in its sequencemin(ty;::;;tp). Each time lag T, of a
reordered padket was normalized by the minimal one-way delay of the padkets
in its sequencethus

T-= (ti  min(ty;:;tp)) (5)

min(ty;::;tp)

A normalized time lag T around O meansthat T_ is very small compared to
1-way delay and a normalized T of 1 meansthat T, is very comparableto 1-way
delay.
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Fig. 3. The pdf of normalized time lag T for 2 data sets

Figure 3 shaws the pdf of time lags normalized by the minimal one-way delay
of its sequenceln our experiments the 90% percenile of the normalized time
lag was 5% of the minimal one-way delay, 99% percertile of the normalized
time lag was 40% of the minimal one-way delay. The Figures 3(a) and 3(b)
indicate that most of the reorderedtime lag is very small, which suggeststhat
padket reordering doesnot have a signi cant impact on the UDP delay sincethe
reordering doesnot add large delay on the end hosts. However, the time lag can
be also very large (up to 4 times the minimal one-way delay in Nsq ; while 17
times in N1gp): Due to scalelimitation, we did not shaw this large value in the
gures.



4.4 Dep endence of Reordered Prob e-streams

For ead source-destinationpair, we calculatedthe unconditional reorderedstreams
probability U: For ead reorderedstream, we examinedwhether the next stream
was out-of-order or not to calculate the conditional stream probability C:

Figure 4 presens the measuredvalues of the conditional reordering proba-
bility C and the unconditional reordering probability U in Nsg and Nyge: U is
closeto C for most paths. The weak dependencebetweentwo consecutive steams
tells us that oncea stream is reordered, the probability that the next stream is
reordered does not seemto depend on whether the rst was reordered or not.
The e ects that causereordering seemto a ect bursts at random, very similar
to a Poissonprocess(which is memoryless).
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Fig. 4. The dierence betweenU and C for 2 data sets

These obsenations are expected: the interarrival time between streams is
large (30 seconds).The measuremen shows that this interarrival time seemsto
be long enoughto treat the streamsas independert.

4.5 Asymmetry of Reordered Prob e-streams

Sinceunidirectional padket delay andtrac are highly asymmetric, and it would
be no surpriseif reordering is asymmetric aswell. For a UDP-basedapplication,
such as VolP, asymmetric reordering may result in a transaction in which one
party has an acceptablequality of servicewhile the other has not. In this sec-
tion, we analyzedthe asymmetry of reorderedstream ratios Rag and Rga. We
omitted pairs for which the probe-streamsin one of the directions were missing
or received lessthan 50% of all the streamssent (there are approximately 180
probe-streams),leaving the data from in total 39 pairs.

For the purposeof analysis, we de ned the DAR to be the degreeof asym-
metry of reordering as:

jRae Rea]j

DAR= —— ——
min(Rag ;ReA)

(6)
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Fig. 5. Degree of Asymmetry of Reordered streams in all 39 symmetric traces. The
average (over the 38 traces) is E[DAR] = 0:41; so = 0:32in Nso, while E[DAR] =
0:26; 100 = 026in N100:

The function DAR plays a special role in the sensethat it quanti es asymmetry,
i.e., a DAR around 0 suggeststhe dierence of Rag and Rga is very small
comparedto min(Rag ; Rga). Figure 5 preseris the plots of unidirectional padet
reordering ratios of all tracesin our measuremets.

We obsened that the asymmetry exists on all traces, but it varies largely
from testbox-to-testbox. For example, depending on the measuremeh set, DAR
rangesfrom only 0.001up to 1.29. We note that in Nsg; 4 of the 38 traces have
DAR larger than 1, and 3 of the 4 traces consist of a testbox in Slovakia. We
have also studied and obsened a similar behavior for N1qq: Further, 72% of the
probe-streamsin Ns5o experiencedreordering on a path from Greeceto Slovakia
(where the average probe-padets delay (on this link) is 25.1 ms, whereasthe
standard deviation is 19.5ms and the hopcourt is 15), while 34% of the probe-
streams experiencedin the opposite direction (where the averageprobe-padkets
delay is 25.9 ms, whereasthe standard deviation is 10.6 ms, and hopcourt is
17 or 18). We don't arguethat the site-speci ¢ behavior re ect generalinternet
behavior, sinceit is found in [3] that site-speci c e ects can completely change.
Howewer, we suspect that the di erence in stream reordering may be causedby
the routing policies of the nodeson the path.

5 Conclusions

In this paper, we have analyzed the measuremets of the end-to-end packet
reordering by tracing UDP padkets between 12 testboxes in RIPE NCC. Our
results lead to seweral obsenations:



{ Padket reordering is a frequert phenomenonin Internet. For bursts of 50
100-byte UDP padkets, there were about 56% of the probe-streamswith at
least onereordering evert, while about 66% for bursts of 100 100-byte UDP
padets.

{ Most individual streamshave a relatively small number of reordering everts.
For bursts of 50 100-byte UDP packets, there were about 14% of probe-
streamswith more than two reordering events, while about 26% for bursts
of 100 100-byte UDP padkets. Also, the heavy tails on Figure 1(b) suggest
that tting the probability density function of reorderedpadket length L on
a log-log scaleseemsto indicate power law behavior for L.

{ Packet reordering has a signi cant impact on the UDP performance since
the reordering increasesa high cost of recovering on the end host. On the
other hand, packet reordering doesnot have a signi cant impact on the UDP
delay.

{ The large interarrival time (30 seconds)between streams seemsto be long
enoughto treat the streamsas independert.

{ The asymmetry of reordered streams ratios exist on all experimert pairs,
but it varies greatly from testbox-to-testb ox.

Acknowledgement: We thank Dr. Henk Uijterw aal of RIPE NCC for his sup-
port with the measuremets of the padet reordering.

References

1. C. R. Bennett, C. Patridge and N. Shectman. \P acket Reordering is Not Patholog-
ical Network Behavior", Trans. on Networking IEEE/A CM, Decenber 1999.

2. A. Morton, L. Ciavattone, G. Ramachandran and J.Perser. \draft-ietf-ippm-
reordering-04.txt", IETF, work in progress.

3. V.Paxson. Automated Packet Trace Analysis of TCP Implementations. In Proceed-
ings of the 1997 SIGCOMM Conference,pages167-179,Cannes, France, September
1997.

4. RIPE Test Trac Measuremerts, http://www.rip e.net/ttm

5. Michael Laor and Lior Gendel, The E ect of Packet Reordering in a Backbone Link
on Application Throughput, IEEE Network, September 2002.

6. S.Jaiswal, G. lannaccone, C. Diot, J.Kurose and D.Towsley, "Measurement and
Classi cation of Out-of-SequencePackets in a Tier-1 IP Backbone", Proceedingsof
the ACM SIGCOMM Internet Measuremert Workshop 2002, November 6-8, Mar-
seille, France.

7. G.lannaccone, S.Jaiswal and C.Diot, "Packet Reordering Inside the Sprint Back-
bone". Technical Report TR01-ATL-062917, Sprint ATL, June 2001

8. M. Allman and E. Blanton. "On Making TCP More Robust To Packet Reordering,",
ACM Computer Communication Review, 32(1), January 2002.

9. V. Paxson, G. Almes, J. Mahdavi and M. Mathis. "Framework for IP Performance
Metrics", RFC 2330, May 1998.



